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Last year, LinkedIn asked millions
of users to verify their identity.

Their passport scan, selfie, and facial geometry
went to 1/ subprocessors.

Persona's liability cap: 550 USD. For your biometric data. Permanently.



Subprocessers:
Verified LinkedIn users' data is shared in shocking ways,

report claims
When you share your photo ID with LinkedIn, a third-party called Persona shares it too.
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Source: https://mashable.com/article/linkedin-id-verification-persona-report Source: https://thelocalstack.eu/posts/linkedin-identity-verification-privacy/



What if you could prove
exactly what's needed -
and nothing more?



Self-sovereign identity
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Selective disclosure

Your driver's licence reveals
everything.

Name, address, date of birth,
photo.

A verifiable credential proves
only what's needed.

"Are you over 19?" > Yes.
No address. No date of birth. No photo.
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Trust Triangle Q

HOLDER

Manages credentials. Uses
them to create presentations
of proof for verifiers

Issue

e N Verifiable Data Registry  [CiSSSanet—"

L Trust
ISSUER VERIFIER
Digitally signs attestations. Request proof. Verifies that
Packages and gives credential issuer attestations satisfy
to holder requirements

Source: https://affinidi.medium.com/selective-disclosure-share-what-you-want-8ae367655b7b


https://affinidi.medium.com/selective-disclosure-share-what-you-want-8ae367655b7b

| joined a team in British Columbia

building this technology
for government.

Here are three things | learned.



01

See the whole
system

Get into the research.
Give the team

a picture they don't have.

02

Speak their
language

Use methods that bridge
service design and
engineering.

03

Make it
portable

Build tools others can use
without you in the room.



01

See the whole system



The team had deep technical
expertise in verifiable credentials.

They'd never mapped
the adoption journey.



Identifying the key actors

Who'’s actually involved in adopting digital credentials?

Issuer
Trusted authority creating
credentials

Holder
Person or entity who owns and The Digitﬂ' Trust Team
manages credential
The enablers connecting
everything together.
Absent from the trust triangle.

Ver_'f'er _ , Essential to adoption.
Service provider checking

credentials to confirm authenticity




Touchpoints

What do key actors interact with?

Wallet = (7=
App ﬁ -----
Where holders

store credentials

Verifier
Service

©p

Where credentials
get checked

Credential

The verifiable
digital artifact

Onboarding
Materials

Getting partners
started

& raan

Issuer M o)
Service

Where credentials
get created

Adoption
Playbook

(emerging)

Guiding partners
through the process

There was talk of an adoption playbook when I joined, but we needed to understand this landscape first. The playbook

evolved later from this mapping.



We defined the adoption journey

Align Discover Trial

Build shared Understand Test and
intent user needs learn

Parallels GDS Service Manual phases: Discovery, Alpha, Beta, Live.
Same human-centred thinking applied to technology adoption.

Scale

Broaden
adoption




The adoption system map

Actors, touchpoints, and phases — connected in one view.

)




First time the team saw
adoption as a coherent
end-to-end journey.

They'd been doing this work for years.



But maps don't tell you
what's happening
on the ground.



We spoke to people.

Subject matter experts

Practitioners across jurisdictions
who'd been trying to drive
digital credential adoption.

The theory of how adoption works.

Early adopters

Partners who'd been through
BC's existing pilots. The people
on the ground.

The lived experience of adoption.



Subject
experts

matter

Digitalidentity adoption isn' a swit
that can be flipped instantly t i an|
Itinvolves a

identification methods to advanced
assurance levels that incorporate:
verifying identities and relationships
with corporations.

The progression of digita identity adoption also e
indset

shitting Mindsets | 1oqres’s g

m Adoption strategy should shiftfocus.

ecosystems. This ncludes identiting
use-

ases,

readying the adoption,

and wransitioning government's role
from direct intervention o facitation,
ensuring a conducive environment for
digital dentity g

PRUDENTIAL

‘Government s the guardian, faciltator,

landsc
security, foster Innovation in identity
systems, and lead by example in
adopting digital solutions, while
‘maintaining a conducive environment
for creativiy.

Throughout the horizon of digital

What is
our exit
strategy?

shiftfrom direct to indirect as adoption
matures.

“This shift necessitates a strategic approach: allgning
with users' mental models for comfort and ease o
use, rather

Trusted Ecosystems

‘The evolution of digitalidentity goes beyond
products or programs. It involves creating a

oncepts. A service-oriented approach, focusing on
the benefits and how the system can be utilzed,

SME insights underscored the importance of trust

should be the priorty,rather than evangelzing the
concepttself

o2o
s

transparency, and user-centric design to ensure
broad societal participation and avoid
exacerbating digital divides.

The trust triangle is a model that highlights the

Incentivizing a Three Sided Market |[ree crical acors: ssuer/ holder / verfe.

EVOLUTIONARY

Digital Credential
Ecosystem Adoption

Strategic partnerships across sectors are
vita in scaling digial identity
ecosystems, These alliances foster
Innovation, provide access to diverse
expertise,resources, and networks, an
faciltate understanding of varied user
needs, leading to broader, more tallored
lutions.

[rO——

arsir oy e compamancary

COMPLEX e

| Another lens is to frame critical actors as:
‘government industry, and individuals. Successfully
managing this complexity involves balancing the
needs and expectations of all three parties o
create an environment that fosters trust and
promotes widespread adoption of digital
credentials.

“The Cynefin model was referenced ina
Cynefin Model | fewdiferent nterviews.

currenty transitioning from chaos into
complex systems.

There s a lack of best practice because it's
emergent and nascent fiel.

The debate between centralization and

oo

ideny.

It's 3 myth in the sense that there s no
way we can fuly escape centralization

Need to find a balance, and introduced
decentralized technology that works.
within and complements centralized
dentiy and credential systems.



Early Adopters

Affinity Mapping

Ease of Adoption:
Adopters generally found the technology easy to
implement and use once they got the hang of t.
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Improvement Suggestions:

and User Exp: e:

Learning Curve:
There was an initial learning curve, especially
for those unfamiliar with digital credentials.

User Interface:

Suggestions for wallet improvements included visual  The visual appeal and ease

cues for credential status, simplified connection
management, and enhanced testing capabilities.

of use of the wallets was a
factor in user adoption.

Support and Guidance

Project Support:
All adopters appreciated the significant support-—
they received, especially being early adopters.

‘Communication:

Instructional Materi
Clear instructions and training
materials were crucial to user
adoption and reducing support calls.

Clear
instructons,

Effective communication was essential, though . s

there was some confusion over responsibility for

various communications at times.

Future Outlook and Improvements:

Optimism:

Adopters are optimistic about the project's future
and its potential to outpace other jurisdictions in
providing superior services.

simplification:

Recommendations for future
improvements centered around simplifying
the credential issuance process and making
the technology even more user-friendly.

Adopter 1 Adopter 2 Adopter 3 Adopter 4

Yoma
Project

Challenges and Navigations:

Testing Challenges:

Adopters found testing the technology challenging
due to the need to create fake credentials or
simulate environments.

——

ng Difficulties:

Stakeholder Buy-In:
Getting buy-in from stakeholders
(e.g. judiciary, senior leaders) was
sometimes a challenge.

Adopters navigated challenges through persistence,

problem-solving, and agile methodologies.

pangont

Need

Partnerships and Collaboration

Inter-team Collaboration:
Adopters highlighted the benefit of
strong collaboration between
different teams and stakeholders.

External Partners:

Partnerships with external
organizations, like the law society,
played a crucial role in the project.

ey

Impact and Benefits:

Efficiency: Security and Verification:

The project was seen as improving
efficiency, particularly by reducing
workload for certain staff members.

N

Flexibility:

The in-house nature of the project was seen
as an advantage, providing more control
and flexibility.

Digital credentials provided a secure
way to verify individuals, improving
access to sensitive data.




"It feels like landing
In the middle of the desert.”

Both streams pointed the same direction:
adoption needs to be understood from within the ecosystem.



The approach was pilot-centric.

Pilot A \

Access to X
Pilot B

Digital Evidence
Management

Court Materials

Each planned independently. No connection between them.

~

~



The next step was always:
do another pilot.



The same pilots, reframed as an ecosystem
The Justice Ecosystem

LAW SOCIETY OF B.C.

MEMBER CARD
CREDENTIAL ...
o . LAWYER
PRt
GOVERNMENT OF B.C.
PERSON ..
CREDENTIAL -

PERSON

INTERACTIONS
~————> In-person

COURT MATERIALS

@ ¢

ACCESS MESSAGE

CORRECTIONAL
FACILITIES

a
ACCESS

COURTHOUSE
LIBRARIES

-

e

ACCESS
ACCESS

DIGITAL EVIDENCE
MANAGEMENT SYSTEM

g O &
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Pilots still happen.

They just happen inside
something bigger.



Two levels of iteration

Ecosystem
adoption cycle

Discover

Pilot cycle

sits inside Trial

Refine




Pilot-centric Ecosystem-centric

Validate the technology Same pilots, held within
In another use case. a broader understanding of
Then another. Then another. where they sit and why.
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Speak their language



Built from necessity, then codified.

First partner Subsequent partners Public toolkit

Built activities to meet Tested and refined. Codified into BC's
their specific needs. Kept what worked. Digital Trust Toolkit.



Four activities in the adoption playbook

Ideation Session

Align
Ecosystem Builder

Align

Discover

Sequence Diagram

Discover

‘ UX & Governance

Partners explore where credentials
could add value in their services.

Map issuers, verifiers, holders,
and how they connect.

How credentials fit within
existing service journeys.

Map every interaction, handoff,
and edge case before building.



Ideation

Session
Align phase

Generate Use Case Ideas

What are potential use cases for digital credentials that would be valuable in your business
context? Try framing use case ideas as a story.

Examples:
quidly I e
As a... Sl I want to... mv/m;avl So that... ::;:u
Parent guardian status asisstance
essily verify a I can provide
Asa.. Pharmacy Iwant to... customers So that... them with the
presaription care they need

want o.. - Sothat..
want to.. - Sothat..
Iwantto.. - Sothat.
want to. - So that..
So that...
Iwant to. - So that.
Iwant to. - Sothat.
Iwantto. - Sothat.
Ivant .. - Sothat..
wantso.. - Sothat..

Asa..

13
d

3
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Share Use Case Ideas

One by one, go through the use case ideas your team generated and have 3 brief discussion on
which ideas are most aligned with your business goals.

Glve each use case story you created in the previous exercise a name and add it to the stickies
below:

Insert use case Insert use case. Insert use case Insert use case. Insert use case
hs hi e name here
Insert use case I I L

Prioritize Use Cases

Consider the use cases above place them on the prioritization matrix below. The
prioritization matrix allows you to reflect on a use case in relation to its positive impact for
your busi model and the ;ponding required effort for implementation.

Afterwards, vote as a team on which use cases you find most valuable. You can use Miro's
built-in voting function. . @ @ S EE : FFEQG L rmm v

IMPACT
MEDIUM

Low

Low MEDIUM HIGH

EFFORT




Ecosystem Builder

Align phase

Use and adjust the components provided to map out the digital trust ecosystem.

Key Actor Components

BC Government i
Credentiatz
Credenca3
Person
Cradenciats
Credential 3

[Experience patterns

Organization

Portal a a a a

Placeholder

IOnce the key actors, credentials, and solutions have been identified the ecosystem can be built.

Interactions

In-person

—_—

Issuers Holders Verifers

Government Bank
Request Proof
Present Proof
Service Provider
Institution Shop




UX and Governance Session

Agenda Icebreaker Use Case Ecosystem

1. Welcome and Icebreaker (10 Min.

Questions (optional)
)
2 Gcosystem and questions (15 minutes)
3. Existing Legisiation (10 Minus Ploase share your name and
.
5

User Experience (10 minut role

i re use lhi: I;:C"E‘: xooLE::»ed the IJ U X & Gove r n a n ce

relevant ecosystem diagram for
the use case

@ radiitator's Guide: UX and Governance Session

Discover phase

o Facilitator's Guide
@ Facilitator's Guide

The use case In the workshop fits within a Loak aver the ecomerem that you have

digital trust ecosystem, There is lkely an
existing dlagram to showcase this ecosysterm

Sl ot Cear add those
o before you

Legislation / Regulation Privacy Policy / ToU UX Examples Bample Governance Suggested next steps
Example of a Credential Framework. Example of 2 Governance Framewark — -
e ™ g -y
PLACEHOLDER PLACEHOLDER PLACEHOLDER
use this frame to embed the use this frame to embed the use this frame to embed the =1
relevant Legislation / relevant privacy policy or relevant screenshots of the o 2 .
Regulation related to the terms of use related to the UX flows related to the use Waednkrvdaststiie e cgpn
use case use case case o e o
begow: ¥ pets B
‘ 3 =
-
@ radiitator's Guide @ Faclitator's Guide @ Facilitator's Guide

Consider any relevant legislation
or regulation that exist for the

Attach any privacy policies or
SR Py pove: Attach screenshots from existing [i ] Facilitator’s Guide
terms of use related to existing
service (e.8. log-in, account creation,
current service related to use service. This provides context to
> consent, submitting application),
case. This will help contextualize governance when embedding >
This provides context were digital
the governance in relation to digital trust solution to the
ol e e S o ke trust solutions can augment and
introducing digital trust solutions, service,
L embed within service.

Above are real world examples of governance, feel free to
add your own to discuss and compare



Review Sequence Diagram Template

A sequence diagram s 3 visusl Lool tht captures
nteractians between entities over tme. In the realm
of dgital trust and digital credentials.

1. Visualization: It demystifies the Tlow of
credential issuance, validanon, and verficanon.

2. Gap Analysis: Helps identfy mizsing steps or
potential bottienacks i the oigital credent|aling
process

3. Consistent Understanding Ensures al
involved parties grasp the sequence of digital
LU nteractions,

4. Optimization: Highights areas for streamlining
or bokitering security,

Sequence
Diagram

Discover phase

For your digtal Lrust use case, 3 sequence diagram
<an be nvauaie in mapping out and refining how
credentials are mansged, shared, and verflied

Activity

Sequence Diagram Examples

Access Pattern Tor Demonst ative Purpuses Oy
Thes sequence diagram showcases 3 common pattem, where a credential
holdar presents proof 10 3ccess  service. IT's 2 broad representation, and
may not capture the intricackes of spediic individual use cases

3 = =)
BN EE B ==

For Dematwerative Purposms Only

Professional Accreditation Pattern
This sequence diagram illustrates a self-serve professional accreditation
I5500n00; Using existing Credentia’s Lo estabish & rusted connedion,

followed by the issuance of the accreditation cradential

UMY 90 oM SEUaNICE LTRALE 35 3 uithe, M0 SLl 11 KTETSCtoNs 101 Wur SPRcIfic use case. Ioostlly e key ac1o(s and dest 2w step by
st Py Of Ui betmren them. Comskder ety UnUE INETactions or steps (st might be spacific 10 your senatio

Rerverbeer, while e sevjueee gy am gvvel s 8 nesr tefresentation of sieracions, In resi-warld scenarios, S Now reght ivelve mere compie,
AN, OF CONCLITENT FIOTICions. AR Lt 1 Lamplite o (e 10 BRL Sage @sars SO s CIse

nay e

Deopardiog on 1o d gl 1rUst ecusytem bult 8/E6nd your EORCrs use case, the
miRIgle trastad réatiarships et need 1o be estabished

Faeh of these relatonahips reed 10 fe Mapoed imto b sequerce dugram

Jseauence Diagram focucase |
& N &R N B R |




It speaks directly to
the technical team.

The earlier activities are service design tools.
The sequence diagram is their language —
populated with our context.



These activities sit before
any pilot starts.

They're what turns
the desert into a map.

Built directly from what adopters told us they needed.
Skip them and you can still run a pilot —
but you'll miss the ecosystem lens.
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Make It portable



Liquor or
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Responsible ') Liquor or
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Land Title and

Survey Authority JUSTICE ECOSYSTEM

LAW SOCIETY OF B.C.

MEMBER CARD
CREDENTIAL ¥-.

e 4
. - LAWYER
"
GOVERNMENT OF B.C. F
PERSON ..
-

PERSON

INTERACTIONS

~————>» In-person
——————— » Remote

COURT MATERIALS

a O
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FACILITIES

~
ACCESS

COURTHOUSE
LIBRARIES

-~

e

DIGITAL EVIDENCE
MANAGEMENT SYSTEM

8 O <&

ACCESS MESSAGE SIGN

myLTSA PORTAL

o &

ACCESS SIGN

BC COURTS ONLINE
BOOKING SYSTEM
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EXISTING

POTENTIAL (internal)

POTENTIAL {external)

Law Society of BC

Lawyer
Credential
1. Lawyers can authorize they are
in good standing and sign / file
Government of BC using the laywer credential
.. | } @

2. LTSA issues ASR credential
Land Title and and expands use case for

Survey Authority Authorised Subcribers to
sign/file with credentials

myLTSA

Society of Notaries
Public of BC

Notary ‘0; QR
Credential

3. Use case expands to
N additional professional
Association of BC accreditation who sign / file
Land Surveyors to myLTSA

4. Improve user experience
E ﬁ and security by catering

Land Surveyor access to LTSA role-specific
Credential services with credentlals

Land Title and
Survey Authority



Join LTSA's BC
Property Connect
pilot

AWLTSA

Property Owners v Professionals v Government v Products & Services v Q search

LTSA account

Compare LTSA
account services

and Strata

+ Verified Transaction

Pilot program for BC
property owners

LTSA account
Resources & Tutorials

WrLTSA

customerservice@iisaca
11604-630-9630

Join LTSA's BC Be one of the first BC property owners to create a secure, digital connection between
Property Connect you and your property. LTSA is introducing BC Property Connect, a new online service

pilot for property owners. Learn more

Verified Transaction

Verified Transaction

LTSA s leading th cigta ansformation ofralestate anssctions, woring to

wansparency, and securiy for the puoic. Bensfts orproparty owers inciude:

o Betor ansparency and contol o ule

— LTSA account Verified Transaction

New for Property Owners Compare LTSA

account services LTSA is leading the digital transformation of real estate transactions, working to
B PR " modernize and simplify the property transfer process while enhancing trust,
R Condo and Strata i transparency, and security for the public. Benefits for property owners include:
et it i b Assignment Integrity
wopery. Cresting o cter )
Registe ® Better transparency and control of title
- . SurveyHub i _ ) )
Verified Professionals @ Easier access to consolidated property information
, rsa Use an LTSA account

@ Greater digitization of the homebuying process

wansaction fo property ownars. Begining wth lawyers, 3 dgial crodentil

» Verified Transaction @ Peace of mind through lowered risk of fraud
Building for the Future

value i he publc interest. By updating the verfcation of real estote
ransaction, we wi it the opportunty for dently theft and fraud, enable
o rester agen

ey
over ther property situs

Subscribe for updates @

Verified Professionals

In addition to working with property owners, LTSA is updating the process to
confirm identity and accreditation for pr i who faci property

transactions for property owners. Beginning with lawyers, a digital credential
issued by their regulatory body will confirm professional accreditation and ID.

Support About Us > Subscrie > Contact Us > This program will be expanded to other professions in subsequent phases.
CoVD-1Resourcos  OurMandte Subscrve o racehethe  nformationand

ey ol et news from LTSA.  resourcos fo ontacing

Account Help Stakenoiders 175

Parcalap Help o i -

Source:
feine https://Iltsa.ca/products-services/ltsa-account/verified-transaction/



https://ltsa.ca/products-services/ltsa-account/verified-transaction/

Digital Business Card

Last updated on January 29, 2024

Introduction | Introduction

What it contains Digital Business Card lets qualifying sole proprietors operating in the City of

: Vancouver prove that they represent their registered B.C. business.
How to get it

Learn more a Government of British Columbia

Digital Business Card

EUVSLESIEINE

Ariels Designs

It's optional and self-managed. It's based on official information from BC Registries.

Source:
https://digital.gov.bc.ca/design/digital-trust/online-identity/digital-business-card/



https://digital.gov.bc.ca/design/digital-trust/online-identity/digital-business-card/

GOVERNMENT OF B.C.

=
ISSUE
ma magp |/ Registry

i - Service Bilhin - Services

INTERACTIONS
~——— Online

--------- In-person

—9 0 —

BUSINESS ECOSYSTEM

BUSINESS
LICENCE
LICENCES &
REGISTRATIONS

&

BUSINESS
PERSON

&) PERMIT

LICENCING

a &

ACCESS SIGN

ON-SITE INSPECTION

©

PROVE REQUEST
PROOF

CLIENT AT HOME
© =

PROVE REQUEST
PROOF

PERMITTING

i

ACCESS SIGN

ISSUE

ISSUE




Vancouver spearheads use of digital credentials

Citizen engagement 06

)24 by SmartCitiesWorld news team
Home > About Vancouver > All News > Vancouver leads the development of digital credentials technology
with provincial partners to improve municipal services

\Archived - Vancouver leads the development of digital
credentials technology with provincial partners to
improve municipal services

City of Vancouver is exploring applications of digital credential technology in other
areas such as business licences and qualification certification

Source:
https://vancouver.ca/news-calendar/vancouver-leads-development-of-credentials-
technology-may-2024.aspx

Source:
https://www.smartcitiesworld.net/citizen-engagement/vancouver-spearheads-use-of

-digital-credentials



https://vancouver.ca/news-calendar/vancouver-leads-development-of-credentials-technology-may-2024.aspx
https://vancouver.ca/news-calendar/vancouver-leads-development-of-credentials-technology-may-2024.aspx
https://www.smartcitiesworld.net/citizen-engagement/vancouver-spearheads-use-of-digital-credentials
https://www.smartcitiesworld.net/citizen-engagement/vancouver-spearheads-use-of-digital-credentials

Every one of these
implementations
Is partner-led.

We facilitated the activities.
They're running with them.



The thinking doesn’'t depend
on a service designer
being in the room.

That's the goal.



Three things for service
designers working near
emerging technology.

01

02

03

Get into the research.
Give the team a picture of the system
they can't see from inside it.

Find methods that bridge
service design and engineering.
Speak their language.

Make your contribution portable.
Codify it. Publish it.
Let teams run with it.



Everything I've talked about is here.

bcgov.github.io/digital-trust-toolkit

The adoption playbook, ecosystem mapping templates,
sequence diagram workshops are all publicly available.



% CIVIQ

Thank you.

Questions?

Brian Hendrick

CIVI1Q Design - civig.design

Digital Trust Toolkit: bcgov.github.io/digital-trust-toolkit



