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Manual identity 
checking 
processes are 
flawed

Digital identities 
offer a potential 
solution to these 
issues

There is insufficient 
information about 
which services are 
safe and secure to 
use

The new list will 
solve this problem

Data (Use and Access) Bill
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DVS Register

Digital Identity and Attribute Service Providers
Companies who provide digital identity and attribute services

Public Register
Application system

DSIT Digital Identity 

Register Portal
CAB Service

Conformity Assessment Bodies (CABs)
Bodies capable of auditing and certifying digital identity services

Office for Digital Identities and Attributes (OfDIA)
Governing body with the overall responsibility of assessing 
applications and maintaining/running the DVS register

Relying Parties (RPs)
Businesses looking to integrate digital identity services into their 
operations – the key users of the public facing register

Members of the Public
General public citizens who use the register to check whether a 
digital identity provider is trustworthy
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Public Facing 
Register DSIT Certificate ReviewCAB Submission of 

Certificate Information
CAB Certifies Digital 

Identity Provider
Awareness

P
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s
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lic

Learns about 
the register

Activates 
account

Learns about 
the register

(Outside Service)
Provider 
certification 
process

RP checks  for 
provider and if it 
has appropriate 
certification 
needs

(Outside Service) 
Goes to a CAB to 
initiate 
certification

Checks if 
provider is 
certified/trusted

Conducts
checks on 
certificate 
information

Informs CAB 
checks
were passed; 
Confirms 
provider interest 
to proceed

(Outside Service)
RP selects 
potential 
provider and 
learns about 
the register

Provider is 
published to the 
register

DSIT publishes 
provider info on 
to register

CAB submits 
certificate & 
information of 
provider for 
review

(Outside Service) 
Provider 
confirms 
interest to join 
the register

DSIT takes final 
review of 
provider 
information

Activates 
account

DSIT Register Management

(Outside Service) 
Provider confirms 
to proceed with 
process; 
due diligence 
checks to start

Conducts 
due 
diligence 
checks on 
provider

Informs CAB 
checks
were passed; 
Confirms 
provider 
interest

DSIT Due Diligence Review

High-level journey to get published on the DVS Register
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https://www.gov.uk/guidance/
find-registered-digital-identity-
and-attribute-services



10

EY © 2025

Discovery

July to September

Alpha

September to December

Private Beta

January to December

Public Beta

December to present

2023 2024 2025

20 months (and counting!)
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Designing for 
services backed 
by a legislation

Designing for 
unknowns, 
uncertainties, and 
changing contexts

Blending user-
centered design 
with policy



Designing for services backed 
by a legislation

EY Seren © 2025
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Financial regulations Compliance of several banks 
and financial institutions

Legislation / Data 
(Use and Access) Bill

Responsibilities carried out by 
other government units;
Building the public register 
only by OfDIA
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Read through the 
legislation

Understand any 
existing internal 

policy

Interpret 
requirements

Make user 
journeys

Confirm understanding 
with lawyers

Amend user journeys 
based on feedback

Build 
prototype

Test

Amend user journeys 
based on feedback

Designing based on a legislation
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Reading through the bill often uncovers 
two things: non-negotiables and 
indefinites

Non-negotiables

Provides a clear 
direction of action

Provides space to manage 
through business process

Indefinites

LEGISLATION Flexible and open to 
interpretation

Straightforward and 
specific
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What counts as a 
valid certificate?

Who accredits the 
conformity assessment body?

Is there a limit to the number of 
services to which the certificate 

relates to?What does the application 
to be registered look like?

How should the 
conformity assessment body 

provide the certificate? 

Who sets the criteria for 
accreditation?
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Case Study:

Removing a provider or its 
services from the register
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Provider wants 
to be removed 
from the 
register

DSIT needs to 
remove a 
provider 
because of 
non-compliance
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 Legislation, then design
 Legislation, with design
 Legislation and design

?



29

EY © 2025

LEGISLATION DESIGN

Design was heavily influenced by the legislation and policy
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LEGISLATION DESIGN

…but design should also be shaping the legislation
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Case Study:

Conducting due diligence checks 
on a provider
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Public Facing 
Register DSIT Certificate ReviewCAB Submission of 

Certificate Information
CAB Certifies Digital 

Identity Provider
Awareness

P
RO
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Learns about 
the register

Activates 
account

Learns about 
the register

(Outside Service)
Provider 
certification 
process

RP checks  for 
provider and if it 
has appropriate 
certification 
needs

(Outside Service) 
Goes to a CAB to 
initiate 
certification

Checks if 
provider is 
certified/trusted

Conducts
checks on 
certificate 
information

Informs CAB 
checks
were passed; 
Confirms 
provider interest 
to proceed

(Outside Service)
RP selects 
potential 
provider and 
learns about 
the register

Provider is 
published to the 
register

DSIT publishes 
provider info on 
to register

CAB submits 
certificate & 
information of 
provider for 
review

(Outside Service) 
Provider 
confirms 
interest to join 
the register

DSIT takes final 
review of 
provider 
information

Activates 
account

DSIT Register Management

(Outside Service) 
Provider confirms 
to proceed with 
process; 
due diligence 
checks to start

Conducts 
due 
diligence 
checks on 
provider

Informs CAB 
checks
were passed; 
Confirms 
provider 
interest

DSIT Due Diligence Review

High-level journey to get published on the DVS Register (July 2024 - present)
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Public Facing 
Register 

CAB Submission of 
Certificate 

Information

CAB Certifies Digital Identity 
Provider

Awareness
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Learns about 
the register

Activates 
account

Learns about 
the register

(Outside 
Service)
Provider 
certification 
process

RP checks  for 
provider and if it 
has appropriate 
certification 
needs

(Outside 
Service) 
Shares URN 
with CAB to 
initiate 
certification

Checks if 
provider is 
certified/trusted

Conducts
checks on 
certificate 
information

(Outside Service)
RP selects 
potential 
provider and 
learns about 
the register

Provider is 
published to the 
register

DSIT publishes 
provider info on 
to register

CAB submits 
certificate & 
information of 
provider for 
review

(Outside Service) 
Provider 
confirms 
interest to join 
the register

DSIT takes final 
review of 
provider 
information

Activates 
account

DSIT Register Management

Informs CAB 
checks
were passed; 
Confirms 
provider 
interest

DSIT Certificate Review

Successful 
verification of 
provider

Approves 
pre-
registration 
application; 
Issues URN

Conducts pre-
registration 
review

Receives 
unique 
reference 
number 
(URN) in 
email

Pre-
registration 
application 
submitted

Pre-Registration Application & 
Review

High-level journey to get published on the DVS Register (January – July 2024)
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Public Facing 
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CAB Submission of 
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Learns about 
the register

(Outside 
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Provider 
certification 
process

RP checks  for 
provider and if it 
has appropriate 
certification 
needs

(Outside 
Service) 
Shares URN 
with CAB to 
initiate 
certification

Checks if 
provider is 
certified/trusted

Conducts
checks on 
certificate 
information

(Outside Service)
RP selects 
potential 
provider and 
learns about 
the register

Provider is 
published to the 
register

DSIT publishes 
provider info on 
to register

CAB submits 
certificate & 
information of 
provider for 
review

(Outside Service) 
Provider 
confirms 
interest to join 
the register

DSIT takes final 
review of 
provider 
information

Activates 
account

DSIT Register Management

Informs CAB 
checks
were passed; 
Confirms 
provider 
interest

DSIT Certificate Review

Successful 
verification of 
provider

Approves 
pre-
registration 
application; 
Issues URN

Conducts pre-
registration 
review

Receives 
unique 
reference 
number 
(URN) in 
email

Pre-
registration 
application 
submitted

Pre-Registration Application & 
Review

High-level journey to get published on the DVS Register (January – July 2024)
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Public Facing 
Register 

CAB Submission of 
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Information
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(Outside 
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process

RP checks  for 
provider and if it 
has appropriate 
certification 
needs

(Outside 
Service) 
Shares URN 
with CAB to 
initiate 
certification

Checks if 
provider is 
certified/trusted

Conducts
checks on 
certificate 
information

(Outside Service)
RP selects 
potential 
provider and 
learns about 
the register

Provider is 
published to the 
register

DSIT publishes 
provider info on 
to register

CAB submits 
certificate & 
information of 
provider for 
review

(Outside Service) 
Provider 
confirms 
interest to join 
the register

DSIT takes final 
review of 
provider 
information

Activates 
account

DSIT Register Management

Informs CAB 
checks
were passed; 
Confirms 
provider 
interest

DSIT Certificate Review

Successful 
verification of 
provider

Approves 
pre-
registration 
application; 
Issues URN

Conducts pre-
registration 
review

Receives 
unique 
reference 
number 
(URN) in 
email

Pre-
registration 
application 
submitted

Pre-Registration Application & 
Review

High-level journey to get published on the DVS Register (January – July 2024)
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⨯ Legislation, then design
⨯ Legislation, with design
✓ Legislation and design
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✓ Legislation and design



Designing for unknowns, uncertainties, 
and changing contexts

EY Seren © 2025
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Undefined business 
processes

Pending organizational 
decisions

Partially formed teams and 
departments

Changing policy direction

Growing industry space
Switch in stakeholder 

contacts
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Identifying the 
unknown

Embracing the 
unknown

Designing for 
unknowns, 

uncertainties, and 
changing contexts
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Identifying the unknown
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Public Facing 
Register DSIT Certificate ReviewCAB Submission of 

Certificate Information
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Identity Provider
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Learns about 
the register

Activates 
account

Learns about 
the register

(Outside Service)
Provider 
certification 
process

RP checks  for 
provider and if it 
has appropriate 
certification 
needs

(Outside Service) 
Goes to a CAB to 
initiate 
certification

Checks if 
provider is 
certified/trusted

Conducts
checks on 
certificate 
information

Informs CAB 
checks
were passed; 
Confirms 
provider interest 
to proceed

(Outside Service)
RP selects 
potential 
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learns about 
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Provider is 
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provider info on 
to register

CAB submits 
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information of 
provider for 
review

(Outside Service) 
Provider 
confirms 
interest to join 
the register

DSIT takes final 
review of 
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information

Activates 
account

DSIT Register Management

(Outside Service) 
Provider confirms 
to proceed with 
process; 
due diligence 
checks to start

Conducts 
due 
diligence 
checks on 
provider

Informs CAB 
checks
were passed; 
Confirms 
provider 
interest

DSIT Due Diligence Review

High-level journey to get published on the DVS Register
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*riskiest assumptions

- make up a key step in the process which can inform the build
- pose security implications
- have dependencies on other teams/people
- impact existing user goals and behavior
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Any other definitions of 
riskiest assumptions?
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Case Study:

Identifying riskiest assumptions
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to register

CAB submits 
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due 
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were passed; 
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DSIT Due Diligence Review

High-level journey to get published on the DVS Register

EY © 2025
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The high-level journey had its own journey as well! 
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RemovedSlightly changedRemained the same
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Embracing the unknown
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User sets out 
to achieve 
goal

User achieves 
goal

User takes 
next step to 
achieve goal

*a happy path
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*unhappy paths

pathways with friction, tensions, or blockers that either delay or 
don’t lead the user to their end goal
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Indecisive

Keeps going back and 
forth and has not settled 

on with a decision or 
internal process

Eternally confused about 
the whole process and 

are likely to make 
mistakes

Confused

Preoccupied with other 
things and can’t be 

bothered to read content 
or use the product; May 

want to finish the process 
as quickly as possible

Overwhelmed

Has a unique 
background, context, or 

set of requirements

Overly Complex

Admin user states and contexts
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Unhappy paths don’t need to fit 
the high-level journey



59

EY © 2025

User journeys are not always linear
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High-level journey to get published on the DVS Register
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Provider wants 
to submit 
another service 
to appear on 
the register

Provider 
changes 
company 
information and 
contacts

CAB issues a 
new 
certif icate 
after an 
expiry

CAB issues a 
new 
certificate 
uplifted to the 
new trust 
framework

Provider wants 
to be removed 
from the 
register

DSIT needs to 
remove a 
provider 
because of 
non-
compliance
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Documentation helps navigate 
changing contexts
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Document through
user flows to tease 
out possibilities
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Document through
articulating and writing 
down assumptions to 
get everyone on the 
same page
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Document through
a running decision 
log to avoid losing 
important 
information
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Opportunity for further 
collaboration and creativity



Blending user-centered design with policy

EY Seren © 2025
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User needs are at the center

NOT always
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Design facilitates the weaving 
different priorities and considerations
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LEGISLATION 
REQUIREMENTS

SECURITY
CONSIDERATIONS

USER NEEDS

POLICY AND
 BUSINESS PROCESS

Does it meet the requirements set 
out in the legislation?

Is the service safe and secure?

Does it solve / address user needs?

Does it meet or require internal 
policy and business process?
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Security ConsiderationsLegislation Requirements User Needs Policy and Business Process

Balancing 
requirements 
looks different 
each time



75

EY © 2025

Think about services that 
you’ve developed…

In your rough estimate, what’s the mix 
or balance of requirements you ended 
up with?

For example:
65% Legislation requirements
15% Security 
10% User needs
10% Policy and Business Process
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Case Study:

Designing the public register
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Adaptation of Tim Paul’s diagram about forms 

Processes
Policies
Decisions
Conversations

https://www.effortmark.co.uk/thought-for-the-day-by-tim-paul/
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Security ConsiderationsLegislation Requirements User Needs Policy and Business Process

Ability to amend 
service or provider 

record

Determined by 
OfDIA Certification 
team as information 

that should be 
displayed to the 

public

Route for 
complaints, issues, 

and feedback 
about the service

Context setting so 
service users are 

well-informed and 
prepared

Determined by 
OfDIA team as 

criteria for submitting 
a new certificate

CAB Service
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Security ConsiderationsLegislation Requirements

User Needs Policy and Business Process

Context setting so 
service users are 

well-informed and 
prepared

Determined by 
OfDIA team as 

criteria for evaluating 
a certificate

Determined by DSIT 
Data Retention 

policies

DSIT Portal
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Determined by 
OfDIA Certification 
team as information 

that should be 
displayed to the 

public

Mentioned in the 
Data (Use and 

Access) Bill

Shared by relying parties and 
members of the public as 

priority functionalities

Shared by relying parties and 
members of the public as 

important contextual 
information

Determined by 
OfDIA as the 

undefined 
ordering/sequencing 

of providers 
published on the 

register

Design and look were 
based on GDS patterns 

and feedback from relying 
parties and members of 

the public, as well as 
digital identity service 

providers

Display of 
supplementary 

scheme as part of 
the bill

Determined by 
OfDIA as important 
to communicate to 

the public pre-launch

Display of rankings, 
reviews, logos

Display alphabetically 
or based on order of 

publish

Filter based on 
address / location
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• Accuracy of interpretation 
of the legislation

• Gatekeeping stages
• Mapping and mitigation of 

potential risks and threats

• Desirability , findability, ease of use, accessibility
• Content comprehension
• Overall experience of navigating the service

• Data Management and Retention
• Availability of process for managing edge cases
• Setting out documentation
• Stakeholder Management & Transition Comms
• Enforcement and Implementation

Emerging principles on weaving priorities and needs

LEGISLATION 
REQUIREMENTS

SECURITY
CONSIDERATIONS

USER NEEDS

POLICY AND
BUSINESS PROCESS

Does it meet the requirements set 
out in the legislation?

Is the service safe and secure?

Does it solve / address user needs?

Does it meet or require internal 
policy and business process?
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Digital Identity Provider

Conformity Assessment Bodies

Members of the Public

Relying Parties and Businesses

Policy Officials

USER

Convenience, safety

Meeting customer 
demand, efficiency, safety

Business growth & 
development

Government Organizations

Policy objectives

Business growth & 
development

Clarity, 
transparency, 
and support 

Ease of use, 
comprehension, 

efficiency

• Individually
• Within the 

ecosystem
• Service

*as enablers 
of policy 

objectives

*as service 
users

Ease of use, 
comprehension, 

clarity

*as service 
users
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Using design and visualization for 
problem-solving and illustrating policy
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Case Study:

Mapping the hierarchy of 
service details
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Provider

Product / Service / Process

Version of TF

Role type

Identity Profiles

Supplementary Scheme

→ this gets the trustmark

→ this will be numbered 
moving forward
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Case Study:

Visualizing certificate expiry
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October 21, 
2024

October 21, 
2026

Date of Issue Date of Expiry

A certificate’s maximum duration 
of validity is 2 years and 30 days  

2 years
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• Scenario 1: Certificate expires naturally at the 2-year mark; service renewed late

• Scenario 2: Certificate expires naturally at the 2-year mark; service renewed early

• Scenario 3: Published service scope changes; CAB Transfer; Scheme Change

• Scenario 4: Uplifting to new trust framework
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Design and visualization tools bring a 
complex policy space to life



Takeaways

EY Seren © 2025
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• Try and engage as early as possible in the policy process

• For designers, learn and try to understand the larger policy 
context

• For policy teams, share the risks that can or cannot be 
tolerated 

• When in doubt, follow a question-driven approach and talk 
to as many individuals / groups as you can

• Keep recalibrating the team’s ways of working

• Continuously find opportunities to collaborate

Key Takeaways



101

Policy

Design

Tech
Delivery

101

Aryanna Martin
Service Designer

Laura Dias
Product Manager

Aniqa Uddin
Delivery Manager

John Peart
Service Owner

Tim Saunders
Technical Architect

Aiswarya Rajendran
DevOps Engineer

Riddhi Patel
Business Analyst

Megan Walsh
Fullstack Developer

Kobithasan 
Vasantharajah

DevOps Engineer

Joe Lauria
Fullstack Developer

Angelica Fernandez

Product Designer

Carolina Izquierdo

User Researcher

Guy Denton

Business Analyst

Qumber Hussain

Fullstack Developer

Winnie Wong
Product Designer

Tehriem Asif
User Researcher

Claire Judkins
Content Designer

Claire Cresswell-Lane
Content Designer

Naghma Khan

Fullstack Developer

Pooja Anil Soni

Fullstack Developer

Atlana Puntigam

Content Designer

Vishal Vishwanathan

DevOps Engineer

EY © 2025



102

EY © 2025



103

EY © 2025

Questions?



Thanks!

EY Seren © 2025

Aryanna Martin – Linkedin: /aryannamartin
Laura Dias – Linkedin: /laura-dias-22419889
Aniqa Uddin – Linkedin: /aniqa-u-99964612a

EY Seren: https://www.ey-seren.com/
DSIT Office of Digital Identities and Attributes: 
https://www.gov.uk/government/organisations/office-for-digital-identities-and-attributes
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